Article type: Focus Article

Scan Statistics on Graphs Article ID
David Marchette
Naval Surface Warfare Center

Keywords
Discrete Mathematics, Anomaly Detection, Scan Statistics, Graphs

Abstract
Scan statistics are used in spatial statistics and image analysis to detect regions of unusual or anomalous activity. A scan statistic is a maximum (or minimum) of a local statistic – one computed on a local region of the data. This
is sometimes called “moving window analysis” in the Engineering literature.
The idea is to “slide” a window around the image (or map or whatever spatial
structure the data have), compute a statistic within each window, and look for
outliers – anomalously high (or low) statistics. We discuss extending this idea
to graphs, in which case the local region is defined in terms of the connectivity
of the graph – the neighborhoods of vertices.
The basic parameter of a traditional scan statistic is the definition of the “local
region” in which the local statistic will be calculated. In spatial statistics and
image analysis there is a natural definition of “local region”: generally a rectangle (or ball) centered on a particular coordinate. One computes a statistic on
all observations contained in the region, and looks for regions with unusually
large or small values of the statistic.
In recent years the analysis of graphs (such as communications graphs, social
networks, sensor networks and the like) has become of considerable interest in
a wide range of scientific and engineering disciplines. Graphs also have a natural definition of “local”: each vertex in the graph is connected to its neighbors,
and this defines a local neighborhood of the vertex. One then defines scan
statistics on graphs using these local neighborhoods. In this article we discuss
the extension of the basic ideas of scan statistics to graphs, and in particular to
anomaly detection in a time series of graphs.

Scan Statistics
Traditional scan statistics are used to detect anomalies in a random field, spatial point
process, image, or geographical data. Given data X and a window w, which may be
an interval in a time series, a square in an image, etc., a statistic Lw is computed on
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the data contained in w. Lw = Lw (X) is referred to as a local statistic. So, given
windows w1 , . . . , wn such that X ⊂ ∪wi , we define the scan statistic as
S(X) = max Lwi (X).
i

(1)

Under standard hypothesis testing, given a null hypothesis H0 defining “homogeneity”,
one specifies an α level and critical value cα such that PH0 [S(X) ≤ cα ] = α. If the
observed value of S(X) exceeds the critical value, one rejects the null in favor of “inhomogeneity”. Further, the window for which the locality statistic attains the maximum
provides information about where the anomaly occur ed within the time series, random
field, or image. The computation of cα requires knowledge about the distribution of
the statistic under the null, which may be complicated by the fact that dependencies
may be introduced if the windows overlap. See Naiman and Priebe (2001) for some
discussion on methods for computing p-values for scan statistics, and Loader (1991)
for some theory of approximations.
The genesis of scan statistics is Fisher’s “quadrat counts”, Fisher et al. (1922), in which
disjoint windows were used. In the absence of prior knowledge of the position of the
anomaly, disjoint windows can have poor performance due to “splitting” the anomaly
between multiple windows. By using overlapping windows, modern scan statistics
solves this problem, with the downside of increasing the difficulty of exact analysis,
as mentioned above. For information on point process techniques the interested reader
is encouraged to consider Diggle (1983). For more information on scan statistics, see
Cressie (1977, 1980); Chen and Glaz (1996); Kulldorff (1997); Glaz et al. (2001).

Scan Statistics on Graphs
Graphs have been used in the scan statistics literature primarily to define the scan regions of spatial data (Patil and Taillie (2003)). The first definition of a true scan statistic
on graphs of which we are aware is Priebe (2004); Priebe et al. (2005). The main focus
of this work was the detection of anomalies in a time series of graphs. The goal was
to detect that a small region of vertices had an unusually high number of connections
amongst themselves as compared to their previous activity and that of other groups.
More recently, Arias-Castro et al. (2011) considered a similar problem, but on a single graph. Scan statistics have also been applied to graphs which are defined in terms
of their relationships in space. Yi (2009) provides results for sensor and wireless networks in which the graph is defined according to the relative positions of the sensors
or devices.
Consider first a graph G = (V (G), E(G)) where V (G) = [n] = {1, . . . , n} is the set
of vertices (or nodes) of the graph, and E(G) ⊂ V (G)(2) is the set of edges. Here V (2)
is the set of unordered pairs of elements of V (for simplicity we will assume the graph
is undirected, but directed graphs can be analyzed similarly). We will write V and E
for the vertices and edges of a graph if this is unambiguous. The number of edges in
a graph, |E| is called the size of the graph. These are examples of graph invariants.
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A graph invariant is a function from graphs to real numbers (or any given range set)
that is invariant on isomorphism classes. Informally, it is a number calculated from
the graph that does not depend on how the graph is presented – relabeling the vertices,
laying out the graph in a figure, or any other manipulation of the graph that does not
change the graph structure.
Priebe et al. (2005) defines a local statistic as a graph invariant applied to the induced
subgraph of a neighborhood of a vertex. Thus, given a graph invariant ψ : G → R, we
define the k-neighborhood of a vertex v ∈ V as
Nk (v) = {u ∈ V : d(u, v) ≤ k},
where d is the graph distance – the number of edges that must be traversed between
u and v (the convention is to set d = ∞ for vertices in different connected components). Let Ω(U ) denote the induced subgraph of the subset U ⊂ V . This is the graph
(U, E(U )), where E(U ) ⊂ E consisting of all edges in E between vertices in U . The
locality statistic is then Ψk (v) = ψ(Ω(Nk (v))). The scan statistic at scale k is then
Mk (G) = max Ψk (v).
v∈V

Comparisons of this approach for detection of an anomaly in a random graph is provided in Pao et al. (2011).
Arias-Castro et al. (2011) take a slightly different approach to the question. In their
formulation, each vertex v has associated with it a random variable Xv (in their simple
case Xv ∼ N (0, 1) or Xv ∼ N (µ, 1).) Their test is then for:
H0 :Xv ∼ N (0, 1)

∀v ∈ V

HA :Xv ∼ N (0, 1)
Xv ∼ N (µ, 1)

v∈
6 K ⊂ V,
v ∈ K.

They also differ from the graph-invariant approach in that their graph is assumed to be
embedded in Rd , and they take the neighborhood to be a ball in Rd centered at a vertex.
Taking more general hypotheses (which Arias-Castro et al. (2011) do) and utilizing
graph neighborhoods rather than Euclidean neighborhoods should enable one to reconcile the differences between these two views of scan statistics on graphs. However
in this paper we will concentrate primarily on the first, in which the scan statistic is
defined directly from the connectivity of the graph, and not from some embedding of
the graph in another space. As we discuss below, the issue of attributes on the vertices (Xv ) as well as on the edges can be incorporated in the scan statistics approach of
Priebe et al. (2005). See Grothendieck et al. (2010) (Priebe et al. (2010) is also relevant
to the problem of anomaly detection in attributed graphs).

Time Series of Graphs
A time series of graphs is a collection of graphs {Gt } indexed by time. We assume that
the graphs all share the same vertex set, and so Gt = (V, Et ). For a given graph Gt ,
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we define the locality statistic to be size of the neighborhood of a vertex:
ψkt (v) = s(Ω(Nk (v))),

(2)

where s(G) = |E(G)|.
In real graphs, particularly communications graphs where the edges correspond to communications between the entities represented by the vertices, a homogeneous graph
model is inappropriate. We are interested not in finding regions in one graph that are
anomalous, but rather in regions which are anomalous when compared to their past
history. Thus we “standardize” the locality statistic. Set
µtk (v)
σkt (v)2
Ψtk (v)

=
=
=

1
w

X

ψkℓ (v)

(3)

ℓ∈{t−w,...,t−1}

1
w−1

X

(ψkℓ (v) − µtk (v))2

(4)

ℓ∈{t−w,...,t−1}

ψkt (v) − µtk (v)
.
max{1, σkt (v)}

(5)

The maximum in Equation (5) is to avoid instabilities due to unchanging neighborhoods. Large values of Ψtk (v) are indicative of regions that are anomalous – they have
a larger than expected number of communications amongst their neighbors.
The scan statistic at time t then is
ft = max Ψt (v),
Ψ
k
k

(6)

and the arg max Ψtk (v) is the vertex of interest – the “center” of the detected anomaly.
A further normalization may be necessary for nonstationary graphs, as discussed in
ft is itself standardized in the same manner
Priebe et al. (2005). Here the scan statistic Ψ
k
as above.
In time series of graphs, the question arises as to how one should define the neighborhood. Priebe et al. (2005) used the neighborhood of each graph:
ψkt (v) = s(Ω(Nk (v; Gt ); Gt )).
However, if we are interested in a detection at time T , perhaps we should use the
neighborhood at time T :
ψkt (v) = s(Ω(Nk (v; GT ); Gt )).
This is one of the extensions discussed in Wan et al. (2006a,b).
The graph invariant we use throughout this paper (which the one used primarily in the
literature to date) is the size of the induced subgraph. Other invariants could certainly
be used. In particular, if something is known about the expected change in behavior
it might be possible to design an invariant to have more power to detect the change.
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Figure 1: Three different definitions of local regions that could be used in computing
the locality statistic. In all of these, the region is centered on the central vertex, and
indicated by the solid gray dots. The top plot uses N1 (v; Gs ) for s ∈ {t − 2, t − 1, t}.
The middle plot uses N1 (v; Gt ) for all the graphs. The bottom plot uses ∪s N1 (v; Gs ).
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Johannsen (2012) suggests that using the Betti numbers of a graph might be of value,
as they count the numbers of particular induced subgraphs.
Figure 1 illustrates the use of different definitions of a local region. In the top we use
the method of Priebe et al. (2005) wherein each region is defined by the current graph.
Here the locality statistics are (ψ t2 (v), ψ t1 (v), ψ t (v)) = (0, 4, 5). In the second we
impose the neighborhood at time t upon the previous graphs, and the locality statistics
are: (4, 0, 5). Finally, we use the union of all neighborhoods within the window, and
the locality statistics are (4, 5, 6). Which definition one uses for the local region should
be driven by the type of anomaly one is trying to identify, and whatever specific details
about the application are relevant.
Choosing the right value of k, the “radius” of the scan region, is also important, just
as it is in the traditional scan statistic. It can be particularly important in graphs –
the “six degrees of Kevin Bacon” effect1 shows that many real-world networks have
relatively small diameters, and so large values of k quickly become very non-local.
Better ways of designing the neighborhoods for real-world graphs, and for detecting
particular types of anomalies, are important areas of research.

A Monte Carlo Experiment
To illustrate the procedure, consider a sequence of graphs in which at a given point in
time a small group have an increased number of within-group edges. Figure 2 depicts
a typical such situation, showing that the scan statistic easily detects this case. Here
we have generated a time series of 100 independent graphs, all except graph 50 are
Erdös-Renyı́ graphs: the edges are drawn independently with a fixed probability p
(in this case p = 0.05). Graph 50 is the same, with the exception of a small group
(m = 10) of vertices with a higher within-group edge probability (q = 0.75). The
vertical line indicates time t = 50, and so as we can see, the scan statistic easily detects
the anomalous graph.
Of course, we have set the problem up so that it is easy to detect the anomaly. In Figure
3 we run a more extensive simulation. Here, for each value of q, we run 100 Monte
Carlo experiments and consider the difference between the test statistic Ψ̂ at the true
anomaly and the maximum of the Ψ̂ at the other times. As can see, at q = 0.7, the
scan statistic has a high detection rate. See Pao et al. (2011), Lee and Priebe (2011)
and Rukhin and Priebe (2012) for various discussions about the problem of detection of
anomalies in time series of random graphs, and the scan statistic approach in particular.
In real-world situations the graphs are not independent and they are not Erdös-Renyı́.
The scan statistic is designed to detect changes amongst small groups (the neighbors of
a vertex) in these graphs, and in the next section we illustrate this with a real dataset.
1 en.wikipedia.org/wiki/Six_Degrees_of_Kevin_Bacon, see
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also Watts (2003).
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Figure 2: Scan statistics for a series of random graphs. These are independent, and for
time t 6= 1 these are independent Erdös-Renyı́ with n = 100 vertices and p = .05. At
time t = 50, a small group (m = 10) of vertices have the probability of within group
edges increased to q = 0.85.
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Figure 3: The results from a 100-sample Monte Carlo experiment in which each run
is an experiment as depicted in Figure 2, with varying q as indicted by the horizontal
axis. The vertical axis corresponds to the difference between the scan statistic at time
t = 50, when the anomaly occurs, and the maximum scan statistic over all other times.

7

Enron
In 2005 the email data extracted from the mailboxes of 150 Enron executives was
made available by the Federal Energy Regulatory Commission (see www-2.cs.cmu.
edu/˜enron and cis.jhu.edu/˜parky/Enron/enron.html). This dataset
consists of 184 distinct email addresses used by the 150 executives, covering 187
weeks. For each week, a graph is constructed on the 184 email addresses with an
edge between any two addresses if one of them sent an email to the other (the senderrecipient pair results in a directed edge in this experiment; only the existence of a
communication is kept, not the number of such communications). Figure 4 shows
some statistics on these graphs. Note that the overall amount of communications grows
through time (left plot) until near the end of the company’s existence.
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Figure 4: The size and scan statistics for the Enron data. By convention, scan0 refers
to using the degree of the vertex rather than the size of an induced neighborhood. On
the left is the un-normalized version, also showing the size of the graph, while on the
right the statistics have been normalized as discussed in the text (Equation (5)).

In the original Enron scan statistic paper, Priebe et al. (2005), two main detections
were found. The first was a case of aliasing: an executive started using a new email
address that he had not previously used. This is a trivial detection, in the sense that the
local neighborhood went from a single vertex for all previous time to suddenly having
a non-trivial neighborhood. Although the vertex was inactive prior to the time of the
detection, it is necessary to go two steps out from the vertex in order to detect it. This
is because the new vertex had a small number of neighbors at the time it was created:
a change from 0 to 3 neighbors is not large, in the grand scheme of things.2
A more interesting detection is illustrated in Figure 5. In this case the detection was
a result of individuals discussing the California energy crisis, and their complicity in
2 Note

however that this is in part an artifact of using 1 for the minimum value for σ in Equation (5).
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it – in particular they were discussing ways to convince regulators and the public that
they were not complicit and that the crisis was the result of market forces. As discussed above, only the existence of communications was used to find the anomaly,
not the specific content. For discussion of ways to bring content into the analysis,
see Grothendieck et al. (2010); Priebe et al. (2010). Figure 5 depicts the local region
corresponding to the detection.
In the plots of Figure 5 we see one of the arguments for considering other definitions
of “locality” for our scan statistic. In the bottom plot we see the neighborhood defined
for Gt (with one extra vertex – kenneth.lay). One could argue that considering this
full neighborhood, rather than the induced one, would be less sensitive to instabilities
caused by the fact that small changes in connections can cause large changes in the
overall neighborhood. In a sense, using time T to define the local region is equivalent to
defining the current neighborhood as a community of individuals, and the scan statistic
is then a measure of how this community has or has not changed over time. This is
in contrast to the individual-based information obtained when one uses the induced
neighborhood at each time t, as was done in Priebe et al. (2005).

Open Questions and Future Research
There are several areas that should be investigated further. In Borges et al (2011) the
scan statistic approach is compared to a number of local and global graph invariants. In
this work the scan statistic has higher power than other approaches for several random
graph models. However, it is still not clear how to determine the best approach for a
given class of random graphs or type of anomaly. Certainly some anomalies do not
lend themselves well to using the neighborhoods of vertices as the scan region. For
example, Neil (2011) looks for anomalies built from paths. Tailoring the scan region,
and the statistic, to a particular application is an area that needs further investigation.
In unpublished work, Priebe has investigated the issue of which of the definitions of
local regions (such as those depicted in Figure 1) have more power for detecting certain
types of anomalies in certain types of random graphs, but much work still needs to be
done. As shown in Wan et al. (2006a), in the Enron example, the different locality
regions can produce different detections, and understanding the properties and tradeoffs of these is an important area of research.
The question of the scale of the anomaly is also an important one: what value of k
should be used to compute Nk ? How should one perform a multi-scale analysis, utilizing several values of k to find anomalies at different scales? More generally, how can
one combine the results for regions at different scales, however the regions are defined?
As mentioned above, using the neighborhood of a vertex is essentially taking the position that the anomaly is a result of the actions of a single entity, or at least is focused
in the region of a single entity. One could mitigate this by defining a scan region as
the union of neighborhoods of a small collection of vertices (using larger values of k is
one way to do this), but this can result in a combinatorial explosion of regions unless
9
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Figure 5: The central vertex v, it’s neighbors N1 (v) and their neighbors N2 (v) at the
time of the detection. The bottom plot shows the neighborhood for the prior week (dark
edges); the light edges in this plot are the other edges between these individuals in this
week.
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care is taken. Other approaches to defining the local region, analogous to using nonrectangular regions in image analysis, would be of interest. The work of Arias-Castro
et al. (2011) and Neil (2011) is relevant here.
Given that one has defined the locality region to be used in an application, how does one
design the graph invariant to optimally detect the desired type of anomaly? How can
one ensure robustness of this invariant (or the locality region) to misspecifications of the
random graph model or anomaly? In Johannsen (2012) a very different graph invariant
is introduced (actually, a matrix of invariants is computed),3 however, it is not clear
how one could go about determining the situations in which this class of invariants (or
any other given invariant) is optimal, except through Monte Carlo simulation. Clearly
more analytical methods are needed.

Conclusion
This article discusses an extension of the scan statistic to graphs. The basic
idea is to use the graph structure to define the local region, just as spatial scan
statistics use the spatial structure of the data to define the window. The main
difference is the use of graph invariants (computed on the induced subgraph
of the local region) rather than a variable attached to the positions. This is
analogous to point process analysis, where one counts the number of points
within the region. We discussed the extension of the scan statistic to time
series of graphs, and illustrated this on the Enron emails graphs. This idea
that an anomalous activity at a particular time within a particular group of individuals has wide applicability in fraud detection, law enforcement, homeland
security, and similar domains. An area of important research is to better design
the regions and the statistic for the detection of particular types of anomalies,
particularly in graphs that are attributed with information about the edges or the
vertices. Some of the references touch on attributed graphs, and the interested
reader is encouraged to seek these out.
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